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Request for Information 


Title: Connectivity of Disparate Remote Autonomous Systems 

The purpose of this Request for Information (RFI) is to initially explore the wider industrial landscape to gain a much better understanding of the potential capability of the marketplace available to develop solutions for remote autonomous system software connectivity. The MOD is looking for examples of any systems that may be in development or in operation that can bridge or combine different suppliers’ software/hardware without creating vendor lock in. This should enable communication across disparate systems, enhancing the effectiveness of all systems through collaboration in the relevant situation. 
The MOD is interested in companies of all sizes from Micro through to Large Enterprises to offer their ideas or products that may fulfil this need.

Suppliers who believe they can, or could within the timeframe, offer full or partial solutions, or contribute to the collaborative development of such, to meet the connectivity objective as described, are invited to respond to this RFI by replying to the question document attached and returning it by email to: Alicia.day705@mod.gov.uk by 06 September 2021.

Supplier presentation / demonstration
Following receipt and review of the RFI responses as a next engagement step you may be invited to provide a further presentation/demonstration during Oct/Nov 2021 to explain how your proposed solutions could meet or significantly contribute to the Authority's aims as set out in this RFI.  At this stage you will need to provide, in confidence your potential solution/s, identifying any key risks to developing and implementation as far as you can see and a Very Rough Order of Magnitude of costs to assist with navigating scaling. Please state your assumptions on costs to guide the MOD team. As part of the presentation, you will also need to provide a short brief on your company's background, existing customers, and insight into your technology to assist MOD to understand the read across, translation for Defence and benefit from any learning from your experiences to bring them to life and highlight common applicability.   This will then help shape the scope and direction of the next stage in the engagement process        

Market Engagement Timescales 
Market engagement through release of RFI in June 21.                                                
Supplier presentations/demos to Authority in September 21.                                       Authority Procurement Strategy to inform next phase completed by October 21.                                                                                                                                                                     



Description of requirement background
The approved and published ‘Integrated Review of Security, Defence, Development and Foreign Policy highlighted the need to unlock the use of collaborative autonomous systems as a multi-domain, i.e., Air, Land, Sea, Cyber and Space operational capability in a much wider enterprise by 2025.  In more detail, the MOD needs to develop an open, data architecture that will cope with legacy, current and future data connection and management from a vast variety of disparate sources.  This will need to be in a comprehensive, common, secure enterprise that does not lock MOD in or suppliers out in to protect future flexibility, agility, creativity and modularly.  It is recognized other industries may have solutions, partial solutions or elements which can be transposed to Defence.  It is recognised that many Small Medium Enterprises have capability for designing or developing this connectivity, MOD would be interested in developing innovative relationships with collaborations within the SME sized business community.  

MDIS video link https://player.vimeo.com/video/575723961

Online link to full RFI documentation https://contracts.mod.uk/esop/guest/go/opportunity/detail?opportunityId=51693


ANNEX 1 – Additional information    

Connectivity: Draft architecture and design
Open standards are important, not least because it is recognised that it is not necessarily practicable across all levels of design to have MOD-owned designs, particularly when buying COTS equipment. Architectures and designs should be specified for use by the MOD without requiring MOD ownership and/or control of individual architectures/standards. This principle allows the MOD to remain ‘Masters of our own Destiny’ whilst enabling the creation of modular architecture conditions and unlocking wider industry engagement, competition, and collaboration to find the right architectures/standards for the situation (be that NATO, DOD, MOD or Industry best practice).  This limits vendor lock-in risk and simultaneously enables MOD to retain ownership and control of its own risk (technical, security, and commercial/financial). 
Coherent capability for Defence.  Architecture and designs must align with core Defence architectural and design principles and specifications. This will include connectivity taking an overall Systems of Systems Approach (SOSA) to design and deliver as per the Defence Principles for Coherent Capability (JSP 906)16 and the requirements of the Defence Manual for ICT (JSP 604). This principle is fundamental to the delivery of connectivity and the SOSA, JSP 906 and 604 requirements must come first, although deviations are possible where justified or overridden by other connectivity core architectural principles. Overall, connectivity will comply with Defence’s core principles and guidelines, to enable interoperability and compliance with MoD systems and policy, whilst pushing the boundaries and maintaining the freedoms necessary to provide novel and innovative solutions based on modern and best practices.
User and deployed environment focussed design:  Architectures, designs and development approaches must take a user and deployed environment focus. This ensures any connectivity capabilities have fundamental utility for Defence users and are deployable into Defence operating environments. Particular focus will be required to ensure that the connectivity Architecture is capable of both centralised coordinated and disaggregated Command and Control and support the seamless transition between continuously contested sub-threshold operations and the A2AD denied environment of peer-to-peer warfighting operations
Modularity by Design: All architectures and designs must take a modularised approach, where all elements of connectivity capabilities from hardware to software can be delineated from each other. This will enable components to be added or removed at pace, rapid development of new capabilities and agility in deployment and reduced vendor lock-in.  Modules or individual services must have clearly defined interfaces to the rest of the system such that they can be easily replaced by Defence or a third party. Granularity of architectural modules will be defined at a later date.   
Open standards: Architectures, designs and components must be designed and delivered in line with modern, well defined and open standards. This enables the usage of emerging and other modern technologies that are as close to ‘plug and play’ as possible, thereby enabling the other principles of modularity and interoperability. Utilising defined standards, whether open or not, particularly for data flows, also enables the provision of security through simple validation of known good states.   
Autonomy and Resilience: Autonomy and resilience must be considered throughout all architecture and design, as required to operate within denied environments, reduce human operator burden and react to emerging scenarios without a human ‘in the loop’. At minimum this will require focus on minimising data transfers, through the concept of sending information rather than data, harnessing processing power at the edge and reducing data processing duplication and reducing reliance on stable communications paths. 
 Secure by design: Security shall be embedded in thinking throughout all architectures, designs and implementations and shall follow a set of security principles such as zero-trust, encryption, least privilege and need-to-know by default. This ensures that any connectivity capability is secure, without requiring later rework  to consider security.
Safety by design:  Safety is a key element of connectivity and safety must be embedded throughout all architectures, designs and implementations. Where relevant, safety standards will be embedded in all thinking, to ensure that any delivered capability is safe at the point of delivery of any MVP solution and enable rapid deployment. 
Orchestrated and automated: Orchestration and automation of all system build and management must be considered throughout the architecture and designs. By orchestration and automating all elements of system build and management it enables rapid build and deployment of known good configurations and on the fly uplift of functionality in the deployed environment. Automating system management significantly reduces operator burden and training requirements and reduces the risk for human error. Automation should also be embedded within development, utilising automated testing throughout, to enable rapid assessment and deployment of changes.
Iterative delivery: An iterative approach shall be taken to design, development and delivery that minimises technical debt and ensures adherence to the principles. This approach enables rapid prototyping and trialling of ‘good enough’ capabilities without requiring a ‘completed’ product, whilst ensuring that the delivered capabilities deployed to the user are complete and have utility by default.
Interoperability: Consideration must be given to interoperability with current and future MoD and Allies, such as NATO members, systems, as it is critical to ensuring the utility of the solution in the current and future deployed environments.  This is generally supported by the Open Standards Principle and enabled by the Modularity in Design principle.
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